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3 Fast Privacy Compliance Fixes

Staying compliant with privacy regulations like GDPR and DSGVO doesn’t have to be complicated. Here are three quick

changes you can implement to enhance your website’s privacy compliance:

1. Embed Blocker: Manage Third-Party Content

Embed Blocker: YouTube Demo.

The SiteOrigin Premium Embed Blocker Addon allows you to control embeds from popular platforms like YouTube, Vimeo,

Twitter, and more. This tool helps you manage privacy compliance for embedded content:

Activate the Embed Blocker Addon at = SiteOrigin —> | Premium Addons .

Choose which networks or sites to block.

Customize your consent message and button.

Visitors must provide explicit consent before viewing blocked embeds.

Key features include:

e Toggle blocking for individual sites.

e Target iFrames, blockquotes, or script embeds.

e Design consent messages using the WYSIWYG editor or SiteOrigin’s Layout Builder.
e Customize button styling and attributes.

e Use dynamic placeholders for adaptive consent messages.

Site URLs Status Actions
Google Maps Embed maps.google.com v v B x
Facebook iFrame facebook.com v v B x
Facebook JavaScript SDK connect.facebook.net v v B x
Instagram instagram.com v v B x
Reddit reddit.com v v B x
SoundCloud w.soundcloud.com v v B x
Spotify open.spotify.com v v B x
TikTok tiktok.com v v B x
Twitter / X platform.twitter.com v v B x
Vimeo player.vimeo.com v v B x
YouTube youtube.com, youtu.be, youtube-nocokie.com v v B x

Add

The sites table lists blocked sites, URLs, Status of the block, and actions.

2. Google Maps Consent Prompt: Control APl Loading

Google Maps Consent Prompt Demo.

The SiteOrigin Widgets Bundle now includes a consent prompt option for the Google Maps widget:

e Enable the consent prompt in the Google Maps Widget settings at ' Plugins —> SiteOrigin Widgets .
e No connection to Google’s servers is made until user consent is given.

e Complies with regulations like DSGVO and GDPR.

SiteOrigin Premium users get additional customization options:

e Consent prompt text color.
e Consent prompt text background color.

e Consent prompt background image.

Widget Settings X
Consent prompt text
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By loading, you agree to Google's privacy policy.

Read more

This is text is displayed when a user is prompted to consent to load the Google Maps API.

Google Maps Widget APl Consent Settings

3. Cloudflare Turnstile: Privacy-Focused CAPTCHA Alternative

SiteOrigin Contact Form Cloudflare Turnstile Demo.

The SiteOrigin Premium Cloudflare Turnstile Addon for the SiteOrigin Contact Form Widget offers a user-friendly, privacy-

preserving CAPTCHA replacement:

e Automatically detects bots and automated abuse.
e GDPR and CCPA compliant.

e Easy to integrate with SiteOrigin Contact Form.

To setup:

1. Enable the Turnstile Addon at SiteOrigin > Premium Addons.
Edit your SiteOrigin Contact Form Widget.

Enable Cloudflare Turnstile in the Spam settings.

» W N

Enter your Cloudflare Turnstile Site Key and Secret Key.
Cloudflare Turnstile offers three modes:

e Managed: Interactive challenge when necessary
e Non-Interactive: Browser challenge with loading bar

e |nvisible: No visible interaction required

{s»  SiteOrigin Contact Form < > N x

Browser Check

Runs a check on submission that confirms the submission came from a browser. Requires the user to have JavaScript enabled.

+ reCAPTCHA
+ Really Simple CAPTCHA

— Cloudflare Turnstile

Cloudflare Turnstile
Cloudflare Turnstile is a free CAPTCHA replacement, and it's reported to be CCPA, GDPR compliant.

Site Key

Secret Key

+ Akismet

Navigate to your SiteOrigin Contact Form Widget, edit the widget and open the Spam settings section. Locate and open the Cloudflare

Turnstile settings section.

Documentation Links

e SiteOrigin Premium Embed Blocker

e SiteOrigin Widgets Bundle Contact Form — Consent Management

e SiteOrigin Premium Cloudflare Turnstile Addon

By implementing these three quick changes, you can significantly improve your website’s privacy compliance while maintaining

a smooth user experience. All these features are available with SiteOrigin Premium, offering you comprehensive tools to

enhance your WordPress website’s functionality and security.
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